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Introduction
• The 2022 DBS incident highlights the ongoing threat of phishing scams 

within the Singapore financial sector. 

• In this case, scammers targeted DBS customers by sending SMS 
messages disguised as official bank communications. 

• The links within these messages led to fake login pages, allowing 
cybercriminals to steal sensitive credentials.

• Statistics from the Singapore Police Force show that phishing scams 
have become a prevalent threat to local banks. In 2023 alone, phishing-
related cases reported by DBS amounted to an alarming S$4.1 million 
in losses.

• The scams were often delivered through text messages or emails, 
making it difficult for many customers to differentiate between 
legitimate and fraudulent communications. 

Source: Singapore Police Force and DBS Media Release



Identified Risk – Data Breaches
• A data breach is a significant risk for Vertical Bank, especially since it 

handles large amounts of sensitive customer information, such as 
personal identification data and financial transaction records. 

• In the event of a breach, sensitive data may be exposed to unauthorized 
parties, leading to identity theft, financial fraud, and legal repercussions. 

• A breach could also lead to a loss of customer confidence, damaging the 
bank's reputation.

• Given Vertical Bank's reliance on digital channels, ensuring the highest 
level of data security is essential. 

• This includes implementing strong encryption protocols, securing cloud 
storage systems, and monitoring access controls to prevent unauthorized 
data access. 

• A data breach could be disastrous for both the bank and its customers, 
making this risk one of the highest priorities for mitigation.



Identified Threat – Phishing Attacks
• Phishing attacks are an ongoing and high-likelihood threat to 

Vertical Bank. 
• Cybercriminals frequently use phishing emails, SMS messages, 

or fake websites to deceive customers into revealing login 
credentials or personal information. 

• As a digital bank, Vertical Bank is an attractive target for such 
attacks, with criminals seeking to exploit the bank’s online 
presence.

• Phishing can result in severe consequences, such as 
unauthorized access to customer accounts, fraudulent 
transactions, and the potential for further targeted attacks. 

• Therefore, preventing phishing attacks requires a comprehensive 
approach, including user training, advanced threat detection 
systems, and multi-factor authentication (MFA) to reduce the 
chances of unauthorized access.



Personally Identifiable 
Information (PII) at Risk

• Personally Identifiable Information (PII), such as customer names, account numbers, and identity 
verification data, is at the heart of Vertical Bank’s operations.

• A breach of PII could lead to identity theft, fraud, and reputational damage. 

• Customers’ financial data is highly valuable to criminals, making it essential for the bank to 
implement effective protection measures to safeguard this sensitive information.

• Given the digital nature of Vertical Bank's services, it is crucial to have robust systems in place to 
detect and prevent unauthorized access to customer PII. 

• Encryption, tokenization, and secure data storage are key components of a comprehensive strategy 
to protect this information from cybercriminals.



Business Process at Risk

• Vertical Bank’s account registration and transaction processing systems are 
critical to its operations and customer experience. 

• Any vulnerabilities in these systems could be exploited by attackers to manipulate 
customer accounts or disrupt service. 

• A breach in the registration system could allow unauthorized access to customer 
accounts, while issues in transaction processing could result in financial fraud.

• To mitigate risks associated with these critical business processes, Vertical Bank 
must implement stringent security measures, including regular vulnerability 
assessments, security patches, and encryption technologies. 

• Ensuring the integrity of these systems is essential for maintaining the bank’s 
reputation and customer trust.



Risk with Data 
Storage • Storing sensitive customer data, such as PII and 

financial records, presents a risk if not managed 
properly. 

• Vertical Bank relies on cloud storage and database 
systems, which, if inadequately secured, could be 
targeted by attackers seeking to exploit 
vulnerabilities in these storage solutions. 

• Unauthorized access to data stored in these 
systems could lead to large-scale breaches, theft 
of sensitive information, and significant financial 
and legal liabilities.

• To address this risk, Vertical Bank should 
implement encryption for all stored data, both in 
transit and at rest. 

• Additionally, access controls should be strictly 
enforced, ensuring that only authorized personnel 
can access sensitive customer information.



Protection Mechanism – Data Encryption & 
MFA
• Effective protection mechanisms are essential to secure sensitive 

data. Data encryption should be applied across all stages—
whether at rest, in transit, or during processing. 

• This ensures that even if data is intercepted, it remains 
unreadable to unauthorized individuals.

• Additionally, multi-factor authentication (MFA) adds a critical 
layer of security by requiring users to provide multiple forms of 
verification when accessing their accounts. 

• MFA significantly reduces the risk of unauthorized access, 
especially in the case of compromised credentials. 

• These protection mechanisms are vital in safeguarding customer 
data and ensuring a secure banking environment.



Security Policy – Data Protection
• Vertical Bank must implement comprehensive security policies

to protect sensitive data. 
• A Data Encryption Policy should ensure that all sensitive 

customer data is encrypted both during storage and 
transmission. 

• Furthermore, the bank should adopt an Access Control Policy
that limits access to critical systems based on roles and 
responsibilities, enforcing the principle of least privilege.

• These policies help ensure that customer data is always 
protected and that employees can only access the data 
necessary for their work.

• Effective enforcement of these policies is key to preventing 
unauthorized access and maintaining a secure banking 
environment.



Incident Response Action

IN THE EVENT OF A 
CYBERSECURITY INCIDENT, 

INCIDENT RESPONSE 
ACTIONS SHOULD BE 

EXECUTED PROMPTLY TO 
MINIMIZE DAMAGE. 

FIRST, AFFECTED SYSTEMS 
SHOULD BE ISOLATED TO 

PREVENT FURTHER 
EXPOSURE. 

THEN, A THOROUGH 
FORENSIC INVESTIGATION 

SHOULD BE CONDUCTED TO 
UNDERSTAND THE SCOPE 

AND CAUSE OF THE 
INCIDENT. 

THE RECOVERY PROCESS 
SHOULD INVOLVE 

RESTORING AFFECTED 
SYSTEMS FROM SECURE 

BACKUPS AND ENSURING 
THAT ANY VULNERABILITIES 

ARE ADDRESSED BEFORE 
RESUMING NORMAL 

OPERATIONS.

ONCE THE BREACH IS 
CONTAINED, CUSTOMERS 

MUST BE NOTIFIED 
IMMEDIATELY WITH CLEAR 

INSTRUCTIONS ON HOW TO 
PROTECT THEMSELVES, 

SUCH AS CHANGING 
PASSWORDS AND 

MONITORING THEIR 
ACCOUNTS FOR 

SUSPICIOUS ACTIVITY.



Incident Response Communication Plan

• Ensures that all relevant stakeholders are informed promptly and accurately during a 
cybersecurity incident. This minimizes confusion, reduces panic, and maintains trust. It 
includes the following stages:

1. Incident Detection and Verification

2. Internal Communication

3. Regulatory and Legal Notification

4. Customer Communication

5. Public and Media Relations

6. Post-Incident Review and Feedback



Incident Response Communication Plan

Trigger:

• Upon detecting a potential security incident, the internal 
team verifies its validity. 

• This includes assessing the nature, scope, and severity of 
the incident to determine the appropriate communication 
actions.

Action: The incident response team ensures that accurate 
information is gathered to avoid disseminating unverified or 
incomplete details.

1. Incident Detection and Verification



2. Internal Communication

Objective: Rapid coordination within the organization to 
contain and mitigate the threat.

Actions:
• Notify key personnel, such as the Chief Information 

Security Officer (CISO), IT Security Team, and 
senior management, through secure channels 
(e.g., encrypted emails or internal messaging 
platforms).

• Assign roles and responsibilities, ensuring that 
each team member knows their part in managing 
the incident.

• Maintain a centralized log of updates for consistent 
messaging.



3. Regulatory and Legal Notification

Objective: Comply with legal and regulatory requirements.

Actions:
• Inform relevant authorities, such as Singapore’s 

Personal Data Protection Commission (PDPC) and 
the Cyber Security Agency (CSA), if customer data is 
affected or the breach falls under mandatory reporting 
laws.

• Provide a preliminary incident report outlining the 
breach’s scope and mitigation measures.



4. Customer Communication

Objective: Transparently inform affected customers and 
guide them on protective actions.

Actions:
• Use official channels, such as:

• App notifications for immediate alerts.
• Emails to provide detailed instructions on 

mitigating risks (e.g., changing passwords, 
monitoring transactions).

• A dedicated hotline or customer service line 
for inquiries.

• Include clear, actionable steps customers should 
take to protect themselves.



5. Public and Media Relations

Objective: Manage public perception and minimize 
reputational damage.

Actions:
• Prepare an official statement for media 

outlets and the bank’s website to provide 
accurate information.

• Appoint a spokesperson to address queries 
and maintain consistent messaging across 
all platforms.

• Regularly update the public on the incident’s 
status and the steps taken to resolve it.



6. Post-Incident Review and 
Feedback

Objective: Assess the effectiveness of the 
communication plan and identify areas for 
improvement.

Actions:
• Conduct a post-incident review with all 

stakeholders to evaluate the response 
process.

• Update the communication plan based 
on lessons learned to enhance 
readiness for future incidents.



Lessons Learned

• Proactive measures are crucial to prevent data breaches 
and phishing attacks.

• Strong encryption, MFA, and regular audits are essential 
in securing sensitive customer data.

• Developing robust incident response and communication 
plans can significantly reduce the impact of security 
incidents.

• Ongoing customer education is vital in combating 
phishing and maintaining trust.


