
Using Generative AI to 
Enhance Cybersecurity

Generative AI Bootcamp Capstone Project
Trinity Teo



Assumptions

• Context: I am a cyber security expert with 30 years experience within the 
banking and finance sector in Singapore.

• Task: I am tasked to formulate a pitch to OCBC bank’s board members and 
senior management on the use of Generative AI to enhance cyber security.



Background

Cybersecurity in Today’s Digital Environment

• The rapid evolution of cyber threats has made cybersecurity a cornerstone of operational resilience.

• In 2023 alone, global financial institutions faced over $1 trillion in losses from cybercrime.

Banking and Finance in Singapore

• Singapore's financial sector is highly digitalized, exposing it to a greater attack surface.

• OCBC’s phishing scam incident in 2021 underscores the urgency for fortified measures.

Why OCBC Must Act Now?

• Proactive cybersecurity measures reduce costs by up to 70% compared to post-incident responses.

• Strengthening trust: Cybersecurity is foundational to maintaining customer confidence and regulatory compliance.



Case Studies of Cybersecurity Failures

Case Study 1: OCBC Phishing Scam (2021)

• Incident: Phishing attacks led to a loss of S$8.5M for 470 customers.

• Impact: Regulatory penalties, reputational damage, and customer dissatisfaction.

• Lesson: Early detection and robust customer education could have mitigated losses.

Case Study 2: DBS Service Disruptions (2023)

• Incident: Repeated outages due to technical vulnerabilities.

• Impact: Regulatory scrutiny and MAS-imposed restrictions.

• Lesson: A proactive cybersecurity infrastructure can prevent cascading failures.

Case Study 3: Finastra Hack (2024)

• Incident: A breach exposed sensitive data across 45 of the top 50 banks.

• Impact: Highlighted third-party risks in financial ecosystems.

• Lesson: Continuous monitoring of vendors and AI-driven threat analysis are critical.



Generative AI Applications to Enhance Cybersecurity

1. Advanced Threat Detection
• Generative AI models analyze large datasets to identify anomalies and predict emerging cyber threats in real-time.

• Detects phishing, fraud, and ransomware attacks faster. 
• Reduces response times, mitigating potential damage.

• Benefits
• Enhanced Security: Reduces cyberattack detection time by 50% (Gartner, 2022).
• Cost Savings: Estimated $5M annually in avoided incident-related losses.
• Operational Efficiency: Automates analysis, freeing up human resources for strategic tasks.

• Risks
• Adversarial Attacks: Hackers may attempt to deceive the AI with adversarial inputs.
• False Positives: Excessive alerts can overload analysts and reduce efficiency.

• Cost to Implement:
• Initial deployment: $3–5M.
• Annual maintenance: $500K.



Generative AI Applications to Enhance Cybersecurity

2. Automated Compliance Reporting
• Generative AI automates the creation of regulatory compliance documents and tracks adherence to MAS guidelines.

• Ensures faster and more accurate compliance reporting.
• Reduces manual errors that could lead to cybersecurity vulnerabilities.
• Minimizes penalties from regulatory oversights.

• Benefits
• Efficiency Gains: Reduces manual reporting efforts by 30%, saving $2M annually (PwC, 2023).
• Error Reduction: Automation eliminates human errors in documentation and improve audit trails.
• Regulatory Alignment: Builds trust with MAS by ensuring timely and accurate reports.

• Risks
• Overdependence on AI: Errors in AI outputs could result in regulatory penalties.
• Regulatory Resistance: MAS may require stringent audits of AI-generated reports.

• Cost to Implement
• Initial deployment: $2–4M.
• Annual maintenance: $300K.



Generative AI Applications to Enhance Cybersecurity

3. AI Driven Employee Training
• Generative AI creates tailored cybersecurity training modules to enhance workforce readiness and awareness.

• Bridges the cybersecurity skill gap by providing continuous, personalized learning.
• Improves overall organizational resilience.

• Benefits
• Cost Savings: Reduces external training costs by $500K annually.
• Knowledge Retention: Boosts employee cybersecurity knowledge retention by 45% (LinkedIn, 2024).
• Employee Engagement: Interactive, adaptive learning modules enhance participation.

• Risks
• Cultural Resistance: Employees may be skeptical of AI-driven training methods.
• Overreliance on AI: May undervalue the importance of hands-on learning experiences.

• Cost to Implement:
• Initial deployment: $1–2M.
• Annual maintenance: $200K.



Which Application Best Suits OCBC?

Recommended Generative AI Tool: Advanced Threat Detection

• Strategic alignment with OCBC’s cybersecurity objectives

• Offers the highest immediate ROI, with significant cost savings and 
operational enhancements. 

• Its deployment directly aligns with Singapore's financial sector's need for 
proactive cybersecurity and customer trust preservation.



Which Application Best Suits OCBC?

Supporting Evidence for the implementation of Advanced Threat Detection

Industry Evidence
• Gartner (2022): AI reduces average cyberattack detection times from 280 days to 45 days.

• IBM (2023): AI-enabled systems detect and respond to ransomware 60% faster than manual methods.

Comparative Case Study
• HSBC (2023): Deployed AI threat detection and reduced fraud incidents by 40% within the first year.

• Standard Chartered (2022): Automated anomaly detection, saving $10M annually in fraud prevention costs.



Technology Integration Plan (Phased Approach)

1. Planning & Assessment (1 - 2 months)
• Conduct a needs assessment with key stakeholders.
• Identify high-priority threat vectors and datasets for training AI models.
• Align with MAS’s FEAT (Fairness, Ethics, Accountability, and Transparency) Principles.

2. Model Development & Testing (3 - 4 months)
• Train Generative AI models using historical threat data.
• Simulate diverse attack scenarios to evaluate AI accuracy.
• Validate AI outputs with existing cybersecurity tools.

3. Deployment & Integration (2 - 3 months) 
• Integrate AI with OCBC’s Security Information and Event Management (SIEM) system.
• Set up automated alert and response mechanisms.
• Conduct pilot testing across a controlled environment.
• Establish a governance committee to ensure ethical AI usage.
• Develop metrics to monitor AI accuracy, compliance, and operational impact.

4. Workforce Enablement (ongoing process)
• Launch AI literacy programs for cybersecurity teams.
• Incorporate user feedback into AI refinement cycles.



Key Challenges and Risks of AI Integration

1. Adversarial Attacks: Malicious actors manipulating AI models.

• Countermeasure: Regular model retraining and adversarial testing.

2. False Positives: Overloading analysts with unnecessary alerts.

• Countermeasure: Incorporate human validation in the detection loop.

3. Regulatory Concerns: Misalignment with MAS guidelines.

• Countermeasure: Collaborate with regulators during development.



Ethical AI Governance Framework

Key Oversight Areas

1. Transparency: Regular audits of AI decisions.

2. Bias Mitigation: Conduct quarterly reviews to identify and address biases.

3. Accountability: Assign a dedicated AI ethics officer.

MAS Alignment

• Ensure compliance with FEAT principles and MAS technology risk guidelines.



Talent Development Integration

Workforce Enablement

• Customized Training Modules: Use Generative AI to simulate threat scenarios 
for employee learning.

• Upskilling Programs: AI-driven assessments to identify and close skill gaps.

• LinkedIn (2024): AI-based training programs improve employee cybersecurity 
knowledge retention by 45%.



Quantified Impact and ROI for OCBC

Projected Benefits for OCBC:

• Reduction in Incident-Related Losses: Save $5M annually.

• Improved Operational Efficiency: Reduce detection times by 50%.

• Regulatory Alignment: Avoid penalties and build trust with MAS.

Long-Term Value:

• Strengthened customer trust and loyalty.

• Enhanced resilience against evolving threats.



Conclusion

• Generative AI offers OCBC an unparalleled opportunity to enhance 
cybersecurity measures proactively.

• By adopting Advanced Threat Detection, OCBC can safeguard its operations, 
reduce costs, and maintain customer trust.

Next Step

• Approve the proposed integration plan and allocate resources for immediate 
implementation.



Let us secure OCBC’s future together.


